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در هَرد. را توام وٌین 12هیخَاّین فصل . ایي جلغِ هتفاٍت اس جلغِ حضَری اعتoutlier detection  

ّذف ها اس دادُ واٍی پیذا وزدى دادُ ّای پزت اعت . تِ هؼٌی دٍر افتادُ اعت یا پزت outlier .صحثت هی وٌین

ٍ ًِ تٌْا دادُ ّای پزت را پیذا هی وٌین  تایذ یه اعتزاتضی تزخَرد تا آًْا را تزای عیغتن یا تزای خَدهاى وِ دادُ 

وتاب ّاى . ّاى 12ایي فصل اس وتاب ّاى گفتِ هی ؽَد ٍیزایؼ عَم فصل . واٍی اًجام هی دّین در ًظز تگیزین

دادُ ای دٍر افتادُ یا .را تایذ حل وٌین 12توزیٌات فصل . آى 5را ّن داًؾگاُ تْزاى تزجوِ وزدُ وِ هیؾِ فصل 

 .تحلیل دٍرافتادُ

ُفزض وٌیذ ها هغـَُل تزرعی خزیذ . چزا دادُ ای دٍرافتادُ ٍاعِ ها در دادُ واٍی اّویت دارد تا یه هثال ؽزح داد

خیلی ٍلت ّا وارت گن هی ؽَد یا عایتی حه هی ؽَد ٍ اس وارت اعتفادُ تی جا هی . اس وارت اػتثاری ّغتین

تزای ون وزدى ایي اعتفادُ ّا خَد تاًه پیاهه هیشًذ تِ وغی وِ اس وارتؼ اعتفادُ ؽذُ اها هوىي اعت . وٌٌذ

. پیاهه را دریافت ًىٌذ ٍ رًٍذ اعتفادُ تی جا اس وارت اداهِ پیذا وٌذ ایي اتفاق ؽایذ تزای فزد یه اتفاق ًادر اعت

 . ٍلتی خزیذ تالایی را اس وارت هی وٌین وِ در ؽْز خَدػ ًیغت ٍ جای  دٍر اعت



   

 تایذ در پیذا وزدى ایيoutlier detection   ها حَاعواى تاؽذ وِ خغایی رخ ًذّذ اگز خغا رخ داد ّشیٌِ ای

 وِ ها تحویل هی ؽَین سیاد اعت

 ها اًَاعoutlier  رٍػ ّای پیذا وزدى آى ّا را هی گَیین ٍ. 

ولاعتزیٌگ ٍ ولاعیفیىیؾي دٍ رٍػ ػوذُ تزای پیذا وزدى . لذیوی تزیي رٍؽْا، رٍؽْای آهاری اعتoutlier 

 .ّغتٌذ

 تؼزیف دادُ پزت  : 

 دادُ ای اعت وِ تا یه هىاًیشم هتفاٍتی اس دادُ ّای هؼوَلی یا ًزهال تَلیذ ؽذُ وِ تِ آىabnormal   هی

غیز ػادی   abnormalًزهال هی تَاًذ تَسیغ ًزهال تاؽذ هٌظَر اس ًزهال در ایٌجا یؼٌی ػادی ٍ ػزف ٍ . گَیٌذ

.  دٍر افتادُ ّا تا دادّای ًَیشی هتفاٍت ّغتٌذ. هثل اعتفادُ اس وارت ٌّگام خزیذ وِ هتفاٍت اس ّویؾِ تاؽذ . اعت

 outlierاها . ًَیش، ًَفِ یا آؽَب خغایی اعت وِ تز اعاط ًوًَِ گیزی تز اعاط هَاردی وِ ًویتَاًین وٌتزل وٌین

تایذ   outlierلثل اس تحث . ًَیش تصادفی اعت. تخؾی اس دادُ ها اعت ٍ ًوی تَاى آى را تِ ػٌَاى ًَیش تلمی وزد 

 .  ًَیش خغای عیغتن اعت وِ در هذل در ًظز هی گیزین ٍ همذار سیادی ًذارد . ًَیش را حذف وٌین
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 در رگزعیَى ها دٍ جَر دادُ دٍر افتادُ دارین دادُ ّایی وِ پاییي خظ رگزعیَى وِ تِ آى ّا ًمغِ اّزهی

هیگفتین هؼوَلا ایي گًَِ دادُ ّا را (  (outlierٍ دادُ ّای تالای خظ رگزعیَى ( leverage point)هیگفتین

ًزم افشارّا ػلاهت گذاری هی وٌٌذ ٍ تؼذ اس تزاسػ هذل رگزعیَى تِ ها ارایِ هی دٌّذ ٍ دادُ ّای پزت تا هؾىَن 

 .را هؾخص هی وٌٌذ
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What Are Outliers? 

 Outlier: A data object that deviates significantly from the normal 

objects as if it were generated by a different mechanism 

 Ex.:  Unusual credit card purchase, sports: Michael Jordon, Wayne 

Gretzky, ... 

 Outliers are different from the noise data  

 Noise is random error or variance in a measured variable 

 Noise should be removed before outlier detection 

 Outliers are interesting:  It violates the mechanism that generates the 

normal data 

 Outlier detection vs. novelty detection: early stage, outlier; but later 

merged into the model 

 Applications: 

 Credit card fraud detection 

 Telecom fraud detection 

 Customer segmentation 

 Medical analysis 



 1ها عِ جَر داد ُ پزت دارین- global  2دادُ عزاعزی- contextual  3دادُ ضویوِ ای یا ؽزعی-  

collective دادُ ّای اجواػی. 

 ُدادglobal   ِهمذارػ تا تمیِ دادُ ّا تِ عَر فاحؾی هتفاٍت اعت تزای پیذا وزدى ایي دادُ ّا تایذ هتزی داؽت

تاؽین وِ تتَاى تا هتز اًحزاف دادُ را تا دادُ ّای ًزهال تؾخیص داد هؼوَلا ٍاریاًظ دادُ ّای هؼوَل اعتفادُ هی 

 .ؽَد

هثلا درجِ حزارت تَرًتَ . در دادُ ّای ضویوِ ای تایذ یه ضویٌِ ای اس هغالِ ای وِ هغزح ؽذُ ّوزاُ ػذد تذّین

ٍ اگز تِ ها فصل را . درجِ سیز صفز تاؽذ ًِ تالای صفز  28اعت اگز هغالِ را در سهغتاى تزرعی هیىٌین تایذ  28

اگز صَرت هغالِ را ًذاًین ًویتَاًین تؾخیص دّین وِ . درجِ در تاتغتاى در تَرًتَ هوىي اعت 28ًوی گفتي پظ 

outlier   ًِ ّن تَرًتَ هْن اعت ّن . ّز عَالی وِ هغزح هیؾِ تایذ هاًٌذ سهاى ٍ هىاى را تزرعی وٌین. اعت یا

 .فصلؼ

Collective outlier   ِدٍرافتادُ ّای اجواػی  دادُ ّای تؼذادی ّغتٌذ ٍ ته ًیغتٌذ ٍ تؼذادػ ؽایذ ت

 ًغثت ول دادُ ّا ون تاؽذ

Types of Outliers (I) 
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Types of Outliers (I) 

 Three kinds: global, contextual and collective outliers 

 Global outlier (or point anomaly) 

 Object is Og if it significantly deviates from the rest of the data set 

 Ex. Intrusion detection in computer networks 

 Issue: Find an appropriate measurement of deviation 

 Contextual outlier (or conditional outlier) 

 Object is Oc if it deviates significantly based on a selected context 

 Ex. 80o F in Urbana: outlier? (depending on summer or winter?) 

 Attributes of data objects should be divided into two groups  

 Contextual attributes: defines the context, e.g., time & location  

 Behavioral attributes:  characteristics of the object, used in outlier 

evaluation, e.g., temperature 

 Can be viewed as a generalization of local outliers—whose density 

significantly deviates from its local area 

 Issue: How to define or formulate meaningful context? 

Global Outlier 



 هثال در ؽىل تؼذادی اس دادُ ّا الگَی  اى ّا تا تمیِ هتفاٍت اعت در ایي حالت ػلاٍُ تز ایٌىِ ته ته دادُ ّا را

  outlierتزرعی هیىٌین تایذ تِ عَر هجشا اًْا را تِ صَرت گزٍّی اًْا را آسهَى وٌین وِ   outlierتزایؾاى 

هیتَاى یه دادُ  ای داؽت وِ ّن . را داؽتِ تاؽذoutlierهوىي اعت ّز عِ جَر  datasetیه . ّغتٌذ یا ًِ

global   ّن ٍcontextual   ّن ٍcollective outlier تاؽذ 

Collective Outlier 
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Types of Outliers (II) 

 Collective Outliers 

 A subset of data objects collectively deviate 

significantly from the whole data set, even if the 

individual data objects may not be outliers 

 Applications: E.g., intrusion detection:  

 When a number of computers keep sending 

denial-of-service packages to each other  

Collective Outlier 

 Detection of collective outliers 

 Consider not only behavior of individual objects, but also that of 

groups of objects 

 Need to have the background knowledge on the relationship 

among data objects, such as a distance or similarity measure 

on objects. 

 A data set may have multiple types of outlier 

 One object may belong to more than one type of outlier 



 ها دؽَاری ّایی را دارین تزای ایٌىِ تتَاًینoutlier  ُّا را پیذا وٌین ایٌىِ ًزهال تَدى را تؼزیف وٌین وار عاد

ّای ًیغت ٍ یه حذ آعتاًِ ای هؾخص وٌین وِ آى ّایی وِ آى عوت خظ ّغتٌذ ًزهال ٍ آى ّایی وِ ایي 

 .عوت ّغتٌذ غیز ًزهال ّغتٌذ

  هؾىلاتی وِ ها در پیذا وزدى . پیذا وزدى ًزهال ٍ غیز ًزهال عخت اعتoutlier  ّا تا آى ّا تزخَرد هی وٌین

اگز ها هتز را تَاى دٍ در ًظز تگیزین ًغثت تِ دادُ ّای پزت ٍ : هثال. هتزی اعت وِ اًذاسُ گیزی هیىٌین

leverage point اگز یه دادُ . ّا حغاط اعتleverage point   داؽتِ تاؽین خظ رگزعیَى عوت آى

وِ پاییي   leverage pointدر ًظز تگیزین ًغثت تِ ًماط  absolute error logٍلی اگز . ًمغِ هیزٍد

اها در دادُ واٍی دادُ ّای پزت . در آهار دادُ ّای پزت را پیذا ٍ حذف هیىٌن. خظ رگزعیَى هی افتذ حغاط ًیغت

رٍػ ؽایذ در آهار ٍ دادُ واٍی یىی تاؽذ . را پیذا هیىٌین ٍ خذهت آى ّا هیزعین وِ چِ اتفالی تزای اى ّا افتادُ

 . اها تزخَرد ها تا دادُ ّای چزت هتفاٍت اعت

Challenges of Outlier Detection 



هثلا در دادُ ّای ولٌیىی اگز وَچىتزیي . ها در وارّای هختلف ًحَُ  تزخَردهاى تا دادُ ّای پزت هتفاٍت اعت

تغییز در فؾار یا لٌذ خَى پیذا ؽَد تایذ عزیغ واری وٌین در صَرتی وِ  همادیز اگز در تاساری رخ دّذ تزایواى هْن 

لاتل فْن تَدى آًْا ٍاعِ . اگز در تاساری رخ دّذ تزای ها هْن ًیغت ػادی اعت flactuation.ًیغت ػادی اعت

تایذ . تایذ دلیل را تؼذ اس پیذا وزدى دادُ پزت گفت. ؽذًذ  outlierها ایي ّغت وِ تایذ دلیلی آٍرد وِ چزا دادُ ّا 

 .درجِ ای اس درعت ًوایی یا احتوال پزت تَدى را ّن تیاى وٌین
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Challenges of Outlier Detection 

 Modeling normal objects and outliers properly 

 Hard to enumerate all possible normal behaviors in an application 

 The border between normal and outlier objects is often a gray area 

 Application-specific outlier detection 

 Choice of distance measure among objects and the model of 

relationship among objects are often application-dependent 

 E.g., clinic data: a small deviation could be an outlier; while in 

marketing analysis, larger fluctuations 

 Handling noise in outlier detection 

 Noise may distort the normal objects and blur the distinction 

between normal objects and outliers.  It may help hide outliers and 

reduce the effectiveness of outlier detection  

 Understandability 

 Understand why these are outliers: Justification of the detection 

 Specify the degree of an outlier: the unlikelihood of the object being 

generated by a normal mechanism 



 رٍػ ّای تؾخیص ٍ پیذا وزدىoutlier ّا 

 هؼوَلا توام رٍػ ّای پیذا وزدىoutlier  تزچغة ّای . را هیتَاى تِ دٍ ولاط ػوذُ تمغین وزدoutlier  را

یا تز اعاط فزض ّایی وِ در دادُ ّای ًزهال تِ ها . هیتَاى تز اعاط  یه رٍػ تا ًظز ٍ ًاراٌّواییذُ پیذا وٌین

 .دادًذ هیتَاى تا تی ًاظز ایٌْا را پیذا وزد رٍػ ّای آهاری ٍ ولاعتزیٌگ در ایي تخؼ ّغتٌذ

 ُدر رٍػ ّای راٌّوایی تِ جای ولاعتزیٌگ عزاؽ ولاعیفیىیؾي هیزٍین چَى اس اٍل تزچغة  ًوًَِ ای اس داد

دادُ ّا تزای %  20یا دادُ ّای ًزهال را دارین ٍ هغالِ را تا ًاظز هیگذارین  در رٍػ ّای تا ًاظز   outlierّای 

تزای دادُ ّای آهَسؽی ٍ تا اعتفادُ اس  دادُ ّای آهَسؽی هذل تزاسػ هیذّین ٍ تا اعتفادُ اس دادُ %  80تغت ٍ 

 .  هی خَاّین تثیٌین وِ دادُ ّای ها دادُ دٍر افتادُ دارًذ یا ًِ. ّای تغت هی تیٌین وِ هذل ها هٌاعة اعت یا ًِ

 Outlier detection method 



یىغزی اس اى ّا وِ تزای . دادُ ّا را تِ دٍ ولاط تمغین هی وٌین دادُ ّای دٍرافتادُ ٍ ًزهال ٍtrain   اعت

اس حالا تِ تؼذ ّز دادُ ایی دادًذ تا تَجِ تِ دادُ ّای تغت ٍ آهَسػ هیتَاى تزچغة هٌاعثی . تزچغة اى ّا را دارین

ایي دادُ ّایی وِ درآٍردین تزای دادُ ّای جذیذ اس اى ّا اعتفادُ هی .. تِ ػٌَاى دادُ ّای پزت ٍ ًزهال تِ آى ّا سد

 .وٌین ٍ تزچغة هیذّین

هؾىل ها در ایي هغالِ وِ تا ولاعتزیٌگ ٍ ولاعیفیىیؾي هتفاٍت اعت ایي اعت وِ تؼذادoutlier  ّا خیلی

تایذ تؼذاد دادُ ّا در ّز ولاط یه تؼذاد هؼمَلی . هثل تیواری ّا. هثل صًتیه. ووتز اس تؼذاد دادُ ّای ًزهال اعت 

ّا ًغثت تِ دادُ ّای اصلی ووتز اعت ٍ تزای هذل وزدى هغالِ ها را دچار هؾىل  outlierدر ایٌجا تؼذاد . تاؽذ

 .هیىٌذ

 تایذ تؼذاد آًْا لاتل لثَل تاؽذ . 
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 ّزچمذر تؼذادoutlier ّا ی تیؾتزی داؽتِ تاؽین تْتز هیتَاًین هذل را تزاسػ دّین. 

 در رٍػ تی ًاظز هغالِ ولاعیفیىیؾي تِ ولاعتزیٌگ تثذیل هیؾَد یؼٌی ها دادُ آهَسؽی ًذارین اس لثل تزچغة

ًذارین ٍ ّواى جا تایذ دادُ ّا را تِ چٌذ ولاط وِ ؽایذ یىی اس ولاط ّا غیز ًزهال ٍ تمیِ ًزهال ّغتٌذ تمغین هی 

هحذٍدیت رٍػ ایي وِ  . اًتظار دارین یه گزٍُ داؽتِ تاؽین یا خَؽِ وِ تا تمیِ خَؽِ ّا اختلاف داؽتِ تاؽذ . ؽَد

collective outlier   را تِ راحتی ًویتَاى پیذا وزد چَى ها تیظ را تزای پیذا وزدى دادُ ّایی وِ اس گزٍُ ّا

 دٍر ّغتٌذ گذاؽتین

 



رٍػ تی ًاظز هوىي اعت  . هثل پیذا وزدى یه ٍیزٍط وِ وار راحتی ًیغت: هثالhigh false positive 

rate یؼٌی ایٌىِ . داؽتِ تاؽٌذoutlier  ِاعت ٍ ها تگَیین وoutlier  رٍػ ّای تا ًاظز واراتز ّغتٌذ. ًثاؽذ  .

تؼذاد رٍػ ّای تی ًاظز وِ داارین هثل ولاعتزیٌگ ّای هختلف هیتَاى آًْا را تزای پیذا وزدى ایٌجَر دادُ ّا  

ها تفاٍت  outlierٍ سهاًی وِ . وِ ّشیٌِ تز اعت  outlierتؾخیص ًَیش اس : ها دٍ تا هغالِ دارین . ٍفك داد

 .چٌذاًی تا  دادُ ّای ًزهال ًذاؽتِ تاؽٌذ
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Outlier Detection I: Supervised Methods 

 Two ways to categorize outlier detection methods:  

 Based on whether user-labeled examples of outliers can be obtained:  

 Supervised, semi-supervised vs. unsupervised methods 

 Based on assumptions about normal data and outliers: 

 Statistical, proximity-based, and clustering-based methods 

 Outlier Detection I: Supervised Methods 

 Modeling outlier detection as a classification problem 

 Samples examined by domain experts used for training & testing 

 Methods for Learning a classifier for outlier detection effectively: 

 Model normal objects & report those not matching the model as 
outliers, or 

 Model outliers and treat those not matching the model as normal 

 Challenges 

 Imbalanced classes, i.e., outliers are rare: Boost the outlier class 
and make up some artificial outliers 

 Catch as many outliers as possible, i.e., recall is more important 
than accuracy (i.e., not mislabeling normal objects as outliers) 
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Outlier Detection II: Unsupervised Methods  

 Assume the normal objects are somewhat ``clustered'‗ into multiple 
groups, each having some distinct features 

 An outlier is expected to be far away from any groups of normal objects 

 Weakness: Cannot detect collective outlier effectively 

 Normal objects may not share any strong patterns, but the collective 
outliers may share high similarity in a small area 

 Ex. In some intrusion or virus detection, normal activities are diverse 

 Unsupervised methods may have a high false positive rate but still 
miss many real outliers. 

 Supervised methods can be more effective, e.g., identify attacking 
some key resources 

 Many clustering methods can be adapted for unsupervised methods 

 Find clusters, then outliers: not belonging to any cluster 

 Problem 1: Hard to distinguish noise from outliers 

 Problem 2: Costly since first clustering: but far less outliers than 
normal objects  

 Newer methods: tackle outliers directly 
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 Semi supervised 

 تز ّغتٌذ ًِ خَؽثیٌاًِ هثل ولاعیفیىیؾي ًِ هثل  ایي رٍؽْا هؼمَل. رٍؽی وِ ًِ تاًاظز اعت ًِ تی ًاظز

در ایٌجا یىغزی تزچغة را تِ ها . ولاعتزیٌگ وِ فمظ یىغزی اعلاػات جشیی تِ ها هیذٌّذ وِ تا آى وار هیىٌین

اگز خَؽِ ؽؾن تَد . یا ایٌىِ هیگَیٌذ در داد ُ ّا چٌذ تزچغة دارًذ یا دادُ ّا تِ پٌج خَؽِ تمغین هیؾَد. هیذٌّذ

 . outlierولاعی وِ داؽتین لزار گزفت هیؾِ  5دادُ ّای وِ در ایي . هؼلَم اعت وِ یه اتفالی افتادُ 



Outlier Detection III: Semi-Supervised Methods  

 Situation: In many applications, the number of labeled data is often 

small: Labels could be on outliers only, normal objects only, or both 

 Semi-supervised outlier detection: Regarded as applications of semi-

supervised learning 

 If some labeled normal objects are available 

 Use the labeled examples and the proximate unlabeled objects to 

train a model for normal objects 

 Those not fitting the model of normal objects are detected as outliers 

 If only some labeled outliers are available, a small number of labeled 

outliers many not cover the possible outliers well 

 To improve the quality of outlier detection, one can get help from 

models for normal objects learned from unsupervised methods  
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Outlier Detection (1): Statistical Methods 

 Statistical methods (also known as model-based methods) assume 

that the normal data follow some statistical model (a stochastic model) 

 The data not following the model are outliers. 
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 Effectiveness of statistical methods: highly depends on whether the 

assumption of statistical model holds in the real data 

 There are rich alternatives to use various statistical models 

 E.g., parametric vs. non-parametric 

 Example (right figure): First use Gaussian distribution 

to model the normal data 

 For each object y in region R, estimate gD(y), the 

probability of y fits the Gaussian distribution 

 If gD(y) is very low, y is unlikely generated by the 

Gaussian model, thus an outlier 



هؼزفی چٌذیي رٍػ آهاری 

لضیِ . دادُ ّایی وِ در آهار وار هی وٌین خیلی اس اًْا اس تَسیغ ًزهال پیزٍی هی وٌٌذ هثل ًوزُ داًؾجَ، عَل لذ

ها هغالِ تَسیغ . حذ هزوشی گاراًتی هی وٌذ وِ هیاًگیي دادُ ّا تَسیغ آى ًزهال اعت ٍ ٍاتغتِ تِ تَسیغ ًیغت

.  ّغتٌذ  outlierًزهال را تِ ایي هغالِ گغتزػ هی دّین وِ اگز در دادُ ّا اس تَسیغ ًزهال پیزٍی ًىزدًذ آى ّا 

ٍ  3-تیي % 99هی تَاى هغالِ را ووی وزد دادُ ّایی وِ اس تَسیغ ًزهال پیزٍی وٌٌذ دادُ ّایی ّغتٌذ وِ تیؼ اس 

وِ رعن هی  box plotرٍػ ّای عادُ تز هثلا . ّغتٌذ outlierلزار هی گیزًذ اگز تیي ایي ّا ًثَد دادُ ّا  3

پاییي  q1تالای جؼثِ  q3را پیذا هی وزدین یه جؼثِ هی وؾیذین  وِ   q1 q2 q3وزدین حالت یه هتغیزُ 

 .  هیاًِ q2جؼثِ 

Outlier Detection (1): Statistical Methods 



Q2 q3 حالا، . چارن اٍل ٍ دٍم اعتq3  هٌْایq2   را داهٌِ هیاى چاروی تشارین ٍ دٍتزاتز هیاى چاروی یه

خظ تالا ٍ پاییي تىؾین ّز دادُ ّای وِ تیؾتز اس دٍ تزاتز هیاى چاروی تَد تِ آى دادُ پزت هی گَیین وِ یه رٍػ 

تَسیغ گاٍعی ًمؼ هْوی دارد چَى هیاًگیي دادُ ّا  . ًا پاراهتزی اعت ٍ تَسیغ آى هؾخص ًیغت ٍ ًزهال ًیغت

رٍؽْای آهاری ٍلتی وارایی دارًذ وِ فزض ّای اٍلیِ در . تَسیغ ًزهال ّغتٌذ هی تَاى اس ایي رٍػ اعتفادُ وزد 

 .هی تَاى رٍی ّز تؼذ جذاگاًِ ایي وار را اًجام داد.اًْا رػایت ؽَد هثل  ًزهال ٍ اعتملال ٍ ّن تَسیغ تَدى 
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هثلا اگز یه دادُ در حالت دٍ تؼذی داؽتِ تاؽین ٍ آى را رٍی هحَر تزعین وٌین حالت پزت تَدى آى اس تیي هیزٍد  .

ٍلتی وٌاری هارجیٌال تِ دعت هیاٍرین ٍ . اگز دادُ در حالت یه هتغیزُ پزت تَد در دٍ هتغیزُ یه دادُ پزت اعت

اگز دایزُ در ؽىل ووی تِ ًماط ًشدیىتز تَد ٌّگام تزعین دادُ پزت . تزعین هی وٌین پزت تَدى دادُ اس تیي هیزٍد

ّا خَدؽاى را ًؾاى  outlierدر اتؼاد تالاتز . لاعی دادُ ّا هیؾذ yتَدى آًْا را تؾخیص ًویذادین ٍ در هحَر 

 .دادُ ّا تٌه تز ٍ اعپارط تز هیؾًَذ ٍ تذ رفتاری آًْا هؾخص هی ؽَد. هیذٌّذ

ًِ رٍػ ًاپاراهتزی یؼٌی تَسیغ جاهغ هؾخص ًیغت وِ ًزهال تاؽذ یا. 



Outlier Detection (2): Proximity-Based Methods 

 An object is an outlier if the nearest neighbors of the object are far 

away, i.e., the proximity of the object is significantly deviates from 

the proximity of most of the other objects in the same data set 
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 The effectiveness of proximity-based methods highly relies on the 

proximity measure.   

 In some applications, proximity or distance measures cannot be 

obtained easily.   

 Often have a difficulty in finding a group of outliers which stay close to 

each other 

 Two major types of proximity-based outlier detection 

 Distance-based vs. density-based 

 Example (right figure):  Model the proximity of an 

object using its 3 nearest neighbors 

 Objects in region R are substantially different 

from other objects in the data set.   

 Thus the objects in R are outliers 



رٍػ دٍم رٍػ هجاٍرت 

 در هثال ًشدیىتزیي ّوغایگی را هؾخص وزدُ وِ دٍ تا ًمغِ در یه ّوغایگی ٍ تِ ػٌَاىoutlier  لزار گزفتٌذ .

تِ ّن ًشدیه ّغتٌذ رٍؽی   outlierدرهَالؼی وِ دادُ ّای . در تؼضی هغایل ًوی تَاى هجاٍرت را هحاعثِ وزد

 .ّغتٌذ وِ هغزح ؽذُ  distanced based  ٍdencsity basedها رٍػ ّای . ًوی تَاًذ جَاب دّذ

Distanced baed   رٍؽْایی ّغتٌذ وِ تز اعاط ولاعتزیٌگ هغزح هی ؽًَذ اس ولاعتزیٌگ علغلِ هزاتثی

 .تا رٍػ ّای دیگز

Outlier Detection (2): Proximity-Based Methods 



تؼذاد . دٍ خصَصیت دارد. هی خَاّین دادُ ّا را تِ دٍ تخؼ ولاعتز وٌین یه تخؼ خیلی گٌذُ ٍ تخؼ وَچه

پظ یه هؾىلی . ّغتٌذ فاصلِ آى ّا ون اعت Rآًْا ون اعت یا تؼذاد آى ّا خَب اعت ٍ دٍ ًمغِ ای وِ در 

پظ تا دٍ ولاط تِ ًتیجِ . ٍجَد دارد وِ دادُ پزت ها اگز یىی جْت دیگزی تَد اًَلت تِ عِ ولاط هی رعین

تْتزیي رٍػ . وزدًذ adaptّا  outlierرٍػ ّای ولاعتزیٌگ را تزای پیذا وزدى . رعیذى وار جالثی ًغیت

 .ولاعتزیٌگ ها علغلِ هزاتثی اعت وِ گزاى اعت

چاج عَم وتاب ّاى  12فصل . رٍؽْای آهاری را اس رٍی وتاب تخًَین. 
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Outlier Detection (3): Clustering-Based Methods 

 Normal data belong to large and dense clusters, whereas 

outliers belong to small or sparse clusters, or do not belong 

to any clusters 
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 Since there are many clustering methods, there are many 

clustering-based outlier detection methods as well 

 Clustering is expensive: straightforward adaption of a 

clustering method for outlier detection can be costly and 

does not scale up well for large data sets 

 Example (right figure): two clusters 

 All points not in R form a large cluster 

 The two points in R form a tiny cluster, 

thus are outliers 
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Statistical Approaches 

 Statistical approaches assume that the objects in a data set are 
generated by a stochastic process (a generative model) 

 Idea: learn a generative model fitting the given data set, and then 
identify the objects in low probability regions of the model as outliers 

 Methods are divided into two categories: parametric vs. non-parametric  

 Parametric method 

 Assumes that the normal data is generated by a parametric 
distribution with parameter θ 

 The probability density function of the parametric distribution f(x, θ) 
gives the probability that object x is generated by the distribution 

 The smaller this value, the more likely x is an outlier 

 Non-parametric method 

 Not assume an a-priori statistical model and determine the model 
from the input data 

 Not completely parameter free but consider the number and nature 
of the parameters are flexible and not fixed in advance 

 Examples: histogram and kernel density estimation 

35 



Parametric Methods I: Detection Univariate 
Outliers Based on Normal Distribution 

 Univariate data: A data set involving only one attribute or variable 

 Often assume that data are generated from a normal distribution, learn 

the parameters from the input data, and identify the points with low 

probability as outliers 

 Ex: Avg. temp.: {24.0, 28.9, 28.9, 29.0, 29.1, 29.1, 29.2, 29.2, 29.3, 29.4} 

 Use the maximum likelihood method to estimate μ and σ 
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 Taking derivatives with respect to μ and σ2, we derive the following 

maximum likelihood estimates 

 For the above data with n = 10, we have 

 Then (24 – 28.61) /1.51 = – 3.04 < –3, 24 is an outlier since 



Parametric Methods I: The Grubb’s Test 

 Univariate outlier detection: The Grubb's test (maximum normed residual 

test) ─ another statistical method under normal distribution  

 For each object x in a data set, compute its z-score:  x is an outlier if  

 

 

 

where                        is the value taken by a t-distribution at a 

significance level of α/(2N), and N is the # of objects in the data 

set 
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Parametric Methods II: Detection of 
Multivariate Outliers 

 Multivariate data: A data set involving two or more attributes or 

variables 

 Transform the multivariate outlier detection task into a univariate 

outlier detection problem 

 Method 1. Compute Mahalaobis distance 

 Let ō be the mean vector for a multivariate data set. Mahalaobis 

distance for an object o to ō is MDist(o, ō) = (o – ō )T S –1(o – ō) 

where S is the covariance matrix 

 Use the Grubb's test on this measure to detect outliers 

 Method 2. Use χ2 –statistic: 

 where Ei is the mean of the i-dimension among all objects, and n is 

the dimensionality 

 If χ2 –statistic is large, then object oi is an outlier 
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Parametric Methods III: Using Mixture of 
Parametric Distributions 

 Assuming data generated by a normal distribution 

could be sometimes overly simplified 

 Example (right figure): The objects between the two 

clusters cannot be captured as outliers since they 

are close to the estimated mean 
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 To overcome this problem, assume the normal data is generated by two 

normal distributions.  For any object o in the data set, the probability that 

o is generated by the mixture of the two distributions is given by  

 

where fθ1 and fθ2 are the probability density functions of θ1 and θ2  

 Then use EM algorithm to learn the parameters μ1, σ1, μ2, σ2 from data 

 An object o is an outlier if it does not belong to any cluster 



Non-Parametric Methods: Detection Using Histogram 

 The model of normal data is learned from the 

input data without any a priori structure.   

 Often makes fewer assumptions about the data, 

and thus can be applicable in more scenarios 

 Outlier detection using histogram: 
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 Figure shows the histogram of purchase amounts in transactions 

 A transaction in the amount of $7,500 is an outlier, since only 0.2% 

transactions have an amount higher than $5,000 

 Problem: Hard to choose an appropriate bin size for histogram 

 Too small bin size → normal objects in empty/rare bins, false positive 

 Too big bin size → outliers in some frequent bins, false negative  

 Solution: Adopt kernel density estimation to estimate the probability 

density distribution of the data.  If the estimated density function is high, 

the object is likely normal.  Otherwise, it is likely an outlier.   



41 

Chapter 12. Outlier Analysis 

 Outlier and Outlier Analysis 

 Outlier Detection Methods 

 Statistical Approaches 

 Proximity-Base Approaches 

 Clustering-Base Approaches 

 Classification Approaches 

 Mining Contextual and Collective Outliers 

 Outlier Detection in High Dimensional Data 

 Summary 



Proximity-Based Approaches: Distance-Based vs. 
Density-Based Outlier Detection 

 Intuition: Objects that are far away from the others are 

outliers 

 Assumption of proximity-based approach: The proximity of 

an outlier deviates significantly from that of most of the 

others in the data set 

 Two types of proximity-based outlier detection methods 

 Distance-based outlier detection: An object o is an 

outlier if its neighborhood does not have enough other 

points 

 Density-based outlier detection: An object o is an outlier 

if its density is relatively much lower than that of its 

neighbors 
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Distance-Based Outlier Detection 

 For each object o, examine the # of other objects in the r-neighborhood 

of o, where r is a user-specified distance threshold 

 An object o is an outlier if most (taking π as a fraction threshold) of 

the objects in D are far away from o, i.e., not in the r-neighborhood of o 

 

 An object o is a DB(r, π) outlier if 

 Equivalently, one can check the distance between o and its k-th 

nearest neighbor ok, where                       . o is an outlier if dist(o, ok) > r 

 Efficient computation: Nested loop algorithm 

 For any object oi, calculate its distance from other objects, and 

count the # of other objects in the r-neighborhood. 

 If  π∙n other objects are within r distance, terminate the inner loop 

 Otherwise, oi is a DB(r, π) outlier 

 Efficiency: Actually CPU time is not O(n2) but linear to the data set size 

since for most non-outlier objects, the inner loop terminates early 
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Distance-Based Outlier Detection: A Grid-Based Method 

 Why efficiency is still a concern?  When the complete set of objects 

cannot be held into main memory, cost I/O swapping 

 The major cost: (1) each object tests against the whole data set, why 

not only its close neighbor? (2) check objects one by one, why not 

group by group? 

 Grid-based method (CELL):  Data space is partitioned into a multi-D 

grid. Each cell is a hyper cube with diagonal length r/2 
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 Pruning using the level-1 & level 2 cell properties:   

 For any possible point x in cell C and any 

possible point y in a level-1 cell, dist(x,y) ≤ r 

 For any possible point x in cell C and any point y 

such that dist(x,y) ≥ r, y is in a level-2 cell 

 Thus we only need to check the objects that cannot be pruned, and 

even for such an object o, only need to compute the distance between 

o and the objects in the level-2 cells (since beyond level-2, the 

distance from o is more than r) 



Density-Based Outlier Detection 

 Local outliers: Outliers comparing to their local 

neighborhoods, instead of the global data 

distribution 

 In Fig., o1 and o2 are local outliers to C1, o3 is a 

global outlier, but o4 is not an outlier.  However, 

proximity-based clustering cannot find o1 and o2 

are outlier (e.g., comparing with O4). 
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 Intuition (density-based outlier detection): The density around an outlier 

object is significantly different from the density around its neighbors 

 Method: Use the relative density of an object against its neighbors as 

the indicator of the degree of the object being outliers 

 k-distance of an object o, distk(o): distance between o and its k-th NN 

 k-distance neighborhood of o, Nk(o) = {o‘| o‘ in D, dist(o, o‘) ≤ distk(o)} 

 Nk(o) could be bigger than k since multiple objects may have 

identical distance to o 



Local Outlier Factor: LOF 

 Reachability distance from o‘ to o: 

 

 where k is a user-specified parameter 

 Local reachability density of o: 
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 LOF (Local outlier factor) of an object o is the average of the ratio of 

local reachability of o and those of o‘s k-nearest neighbors 

 

 

 The lower the local reachability density of o, and the higher the local 

reachability density of the kNN of o, the higher LOF 

 This captures a local outlier whose local density is relatively low 

comparing to the local densities of its kNN 
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Clustering-Based Outlier Detection (1 & 2): 
Not belong to any cluster, or far from the closest one 

 An object is an outlier if (1) it does not belong to any cluster, (2) there is 
a large distance between the object and its closest cluster , or (3) it 
belongs to a small or sparse cluster  

 Case I: Not belong to any cluster 

 Identify animals not part of a flock:  Using a density-

based clustering method such as DBSCAN 

 Case 2:  Far from its closest cluster  

 Using k-means, partition data points of into clusters  

 For each object o, assign an outlier score based on 

its distance from its closest center  

 If dist(o, co)/avg_dist(co) is large, likely an outlier 

 Ex. Intrusion detection: Consider the similarity between 

data points and the clusters in a training data set 

 Use a training set to find patterns of ―normal‖ data, e.g., frequent 

itemsets in each segment, and cluster similar connections into groups 

 Compare new data points with the clusters mined—Outliers are 

possible attacks 
48 



 FindCBLOF: Detect outliers in small clusters 

 Find clusters, and sort them in decreasing size 

 To each data point, assign a cluster-based local 

outlier factor (CBLOF): 

 If obj p belongs to a large cluster, CBLOF = 

cluster_size X similarity between p and cluster 

 If p belongs to a small one, CBLOF = cluster size 

X  similarity betw. p and the closest large cluster 
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Clustering-Based Outlier Detection (3):  
Detecting Outliers in Small Clusters 

 Ex. In the figure, o is outlier since its closest large cluster is C1, but the 

similarity between o and C1 is small. For any point in C3, its closest 

large cluster is C2 but its similarity from C2 is low, plus |C3| = 3 is small 



Clustering-Based Method: Strength and Weakness 

 Strength 

 Detect outliers without requiring any labeled data 

  Work for many types of data 

 Clusters can be regarded as summaries of the data 

 Once the cluster are obtained, need only compare any object 

against the clusters to determine whether it is an outlier (fast) 

 Weakness 

 Effectiveness depends highly on the clustering method used—they 

may not be optimized for outlier detection 

 High computational cost: Need to first find clusters 

 A method to reduce the cost: Fixed-width clustering 

 A point is assigned to a cluster if the center of the cluster is 

within a pre-defined distance threshold from the point 

 If a point cannot be assigned to any existing cluster, a new 

cluster is created and the distance threshold may be learned 

from the training data under certain conditions 
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Classification-Based Method I: One-Class Model 

 Idea: Train a classification model that can 
distinguish ―normal‖ data from outliers 

 A brute-force approach: Consider a training set 
that contains samples labeled as ―normal‖ and 
others labeled as ―outlier‖ 

 But, the training set is typically heavily 
biased:  # of ―normal‖ samples likely far 
exceeds # of outlier samples 

 Cannot detect unseen anomaly 
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 One-class model: A classifier is built to describe only the normal class.  

 Learn the decision boundary of the normal class using classification 

methods such as SVM 

 Any samples that do not belong to the normal class (not within the 

decision boundary) are declared as outliers 

 Adv: can detect new outliers that may not appear close to any outlier 

objects in the training set 

 Extension: Normal objects may belong to multiple classes 



Classification-Based Method II: Semi-Supervised Learning 

 Semi-supervised learning: Combining classification-
based and clustering-based methods 

 Method 

 Using a clustering-based approach, find a large 
cluster, C, and a small cluster, C1 

 Since some objects in C carry the label ―normal‖, 
treat all objects in C as normal 

 Use the one-class model of this cluster to identify 
normal objects in outlier detection 

 Since some objects in cluster C1 carry the label 
―outlier‖, declare all objects in C1 as outliers 

 Any object that does not fall into the model for C 
(such as a) is considered an outlier as well 
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 Comments on classification-based outlier detection methods 

 Strength: Outlier detection is fast 

 Bottleneck: Quality heavily depends on the availability and quality of 

the training set, but often difficult to obtain representative and high-

quality training data 
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Mining Contextual Outliers I: Transform into   
Conventional Outlier Detection 

 If the contexts can be clearly identified, transform it to conventional 
outlier detection 

1. Identify the context of the object using the contextual attributes 

2. Calculate the outlier score for the object in the context using a 
conventional outlier detection method 

 Ex. Detect outlier customers in the context of customer groups 

 Contextual attributes: age group, postal code  

 Behavioral attributes: # of trans/yr, annual total trans. amount  

 Steps: (1) locate c‘s context, (2) compare c with the other customers in 
the same group, and (3) use a conventional outlier detection method 

 If the context contains very few customers, generalize contexts  

 Ex. Learn a mixture model U on the contextual attributes, and 
another mixture model V of the data on the behavior attributes 

 Learn a mapping p(Vi|Uj): the probability that a data object o 
belonging to cluster Uj on the contextual attributes is generated by 
cluster Vi on the behavior attributes 

 Outlier score: 
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Mining Contextual Outliers II: Modeling Normal 
Behavior with Respect to Contexts 

 In some applications, one cannot clearly partition the data into contexts 

 Ex. if a customer suddenly purchased a product that is unrelated to 

those she recently browsed, it is unclear how many products 

browsed earlier should be considered as the context 

 Model the ―normal‖ behavior with respect to contexts 

 Using a training data set, train a model that predicts the expected 

behavior attribute values with respect to the contextual attribute 

values 

 An object is a contextual outlier if its behavior attribute values 

significantly deviate from the values predicted by the model 

 Using a prediction model that links the contexts and behavior, these 

methods avoid the explicit identification of specific contexts 

 Methods: A number of classification and prediction techniques can be 

used to build such models, such as regression, Markov Models, and 

Finite State Automaton 
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Mining Collective Outliers I: On the Set 
of “Structured Objects”  

 Collective outlier if objects as a group deviate 
significantly from the entire data 

 Need to examine the structure of the data set, i.e, the 
relationships between multiple data objects  
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 Each of these structures is inherent to its respective type of data 

 For temporal data (such as time series and sequences), we explore 
the structures formed by time, which occur in segments of the time 
series or subsequences 

 For spatial data,  explore local areas 

 For graph and network data, we explore subgraphs 

 Difference from the contextual outlier detection: the structures are often 
not explicitly defined, and have to be discovered as part of the outlier 
detection process. 

 Collective outlier detection methods: two categories 

 Reduce the problem to conventional outlier detection 

 Identify structure units, treat each structure unit (e.g., 
subsequence, time series segment, local area, or subgraph) as 
a data object, and extract features 

 Then outlier detection on the set of ―structured objects‖ 
constructed as such using the extracted features 



Mining Collective Outliers II: Direct Modeling of 
the Expected Behavior of Structure Units 

 Models the expected behavior of structure units directly  

 Ex. 1. Detect collective outliers in online social network of customers 

 Treat each possible subgraph of the network as a structure unit 

 Collective outlier: An outlier subgraph in the social network 

 Small subgraphs that are of very low frequency  

 Large subgraphs that are surprisingly frequent 

 Ex. 2. Detect collective outliers in temporal sequences 

 Learn a Markov model from the sequences 

 A subsequence can then be declared as a collective outlier if it 

significantly deviates from the model 

 Collective outlier detection is subtle due to the challenge of exploring 

the structures in data 

 The exploration typically uses heuristics, and thus may be 

application dependent 

 The computational cost is often high due to the sophisticated 

mining process 
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Challenges for Outlier Detection in High-
Dimensional Data 

 Interpretation of outliers 

 Detecting outliers without saying why they are outliers is not very 

useful in high-D due to many features (or dimensions) are involved 

in a high-dimensional data set 

 E.g., which subspaces that manifest the outliers or an assessment 

regarding the ―outlier-ness‖ of the objects 

 Data sparsity 

 Data in high-D spaces are often sparse  

 The distance between objects becomes heavily dominated by noise 

as the dimensionality increases 

 Data subspaces 

 Adaptive to the subspaces signifying the outliers  

 Capturing the local behavior of data 

 Scalable with respect to dimensionality 

 # of subspaces increases exponentially 
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Approach I: Extending Conventional Outlier 
Detection 

 Method 1: Detect outliers in the full space, e.g., HilOut Algorithm 

 Find distance-based outliers, but use the ranks of distance instead of 

the absolute distance in outlier detection 

 For each object o, find its k-nearest neighbors: nn1(o), . . . , nnk(o) 

 The weight of object o: 

 

 All objects are ranked in weight-descending order 

 Top-l objects in weight are output as outliers (l: user-specified parm) 

 Employ space-filling curves for approximation: scalable in both time 

and space w.r.t. data size and dimensionality 

 Method 2: Dimensionality reduction 

 Works only when in lower-dimensionality, normal instances can still 

be distinguished from outliers 

 PCA: Heuristically, the principal components with low variance are 

preferred because, on such dimensions, normal objects are likely 

close to each other and outliers often deviate from the majority 
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Approach II: Finding Outliers in Subspaces 
 Extending conventional outlier detection: Hard for outlier interpretation  

 Find outliers in much lower dimensional subspaces: easy to interpret 
why and to what extent the object is an outlier 

 E.g., find outlier customers in certain subspace: average transaction 
amount >> avg. and purchase frequency << avg. 

 Ex. A grid-based subspace outlier detection method  

 Project data onto various subspaces to find an area whose density is 
much lower than average 

 Discretize the data into a grid with φ equi-depth (why?) regions 

 Search for regions that are significantly sparse 

 Consider a k-d cube: k ranges on k dimensions, with n objects 

 If objects are independently distributed, the expected number of 
objects falling into a k-dimensional region is (1/ φ)kn = fkn,the 
standard deviation is 

 The sparsity coefficient of cube C: 

 If S(C) < 0, C contains less objects than expected 

 The more negative, the sparser C is and the more likely the 
objects in C are outliers in the subspace 
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Approach III: Modeling High-Dimensional Outliers 

 Ex. Angle-based outliers: Kriegel, Schubert, and Zimek [KSZ08]  

 For each point o, examine the angle ∆xoy for every pair of points x, y. 

 Point in the center (e.g., a), the angles formed differ widely 

 An outlier (e.g., c), angle variable is substantially smaller 

 Use the variance of angles for a point to determine outlier 

 Combine angles and distance to model outliers 

 Use the distance-weighted angle variance as the outlier score 

 Angle-based outlier factor (ABOF): 

 

 

 Efficient approximation computation method is developed 

 It can be generalized to handle arbitrary types of data 
63 

 Develop new models for high-

dimensional outliers directly 

 Avoid proximity measures and adopt 

new heuristics that do not deteriorate 

in high-dimensional data 

A set of points 
form a cluster 
except c (outlier) 



64 

Chapter 12. Outlier Analysis 

 Outlier and Outlier Analysis 

 Outlier Detection Methods 

 Statistical Approaches 

 Proximity-Base Approaches 

 Clustering-Base Approaches 

 Classification Approaches 

 Mining Contextual and Collective Outliers 

 Outlier Detection in High Dimensional Data 

 Summary 



Summary 

  Types of outliers 

 global, contextual & collective outliers 

 Outlier detection 

 supervised, semi-supervised, or unsupervised 

 Statistical (or model-based) approaches 

 Proximity-base approaches 

 Clustering-base approaches 

 Classification approaches 

 Mining contextual and collective outliers 

 Outlier detection in high dimensional data 
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Outlier Discovery: 
Statistical Approaches 

Assume a model underlying distribution that generates data 

set (e.g. normal distribution)  

 Use discordancy tests depending on  

 data distribution 

 distribution parameter (e.g., mean, variance) 

 number of expected outliers 

 Drawbacks 

 most tests are for single attribute 

 In many cases, data distribution may not be known 
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Outlier Discovery: Distance-Based Approach 

 Introduced to counter the main limitations imposed by 

statistical methods 

 We need multi-dimensional analysis without knowing 

data distribution 

 Distance-based outlier: A DB(p, D)-outlier is an object O in 

a dataset T such that at least a fraction p of the objects in T 

lies at a distance greater than D from O 

 Algorithms for mining distance-based outliers [Knorr & Ng, 

VLDB‘98] 

 Index-based algorithm 

 Nested-loop algorithm  

 Cell-based algorithm 
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Density-Based Local 
Outlier Detection 

 M. M. Breunig, H.-P. Kriegel, R. Ng, J. 

Sander. LOF: Identifying Density-Based 

Local Outliers. SIGMOD 2000. 

 Distance-based outlier detection is based 

on global distance distribution 

 It encounters difficulties to identify outliers 

if data is not uniformly distributed 

 Ex. C1 contains 400 loosely distributed 

points, C2 has 100 tightly condensed 

points, 2 outlier points o1, o2 

 Distance-based method cannot identify o2 

as an outlier 

 Need the concept of local 

outlier 

 Local outlier factor (LOF) 

 Assume outlier is not 
crisp 

 Each point has a LOF 
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Outlier Discovery: Deviation-Based Approach 

 Identifies outliers by examining the main characteristics 

of objects in a group 

 Objects that ―deviate‖ from this description are 

considered outliers 

 Sequential exception technique  

 simulates the way in which humans can distinguish 

unusual objects from among a series of supposedly 

like objects 

 OLAP data cube technique 

 uses data cubes to identify regions of anomalies in 

large multidimensional data 
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