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Some of the cantents were taken from the authors of "Anomaly
Detection : A Survey ACM Com puting Surveys, Vol 41(3),
Article 15, July 2009 and
Anupam Das 05 568MEC Spring 2013

Decamber 1, 2014

Introduction

*We are drowning in the deluge of
data that are being collected
w‘orld—wide, while starving for
knowledge at the same time

o

®Anomalous events occur relatively
infrequently '

®However, when they do occur, their
consequences can be quite
dramatic and quite often in a
negative sense
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What are Anomalies? .
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° Anomaly is a pattern in the data that does not
conform to the expected behaviour

* Also referred to as outliers, exceptions,
leverage points, surprise, etc.

* Anomalies translate to significant (often critical)
real life entities )
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Real World Anomalies

= Credit Card Fraud

* Cyber Intrusions

* Healthcare Informatics / Medical
diagnostics

* Industrial Damage Detection

* Image Processing / Video " .

surveillance é/%L,,,L; @Lfﬂw
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> Novel Topic Detection in Text Mining
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Simple Example

Y F
Nyand N, are
regions of normal o
= 0.
behavior ,.;:
Points o, and o, are
anomalies
i o g %
Points in region O, y '
are anomalies ° “°°°~'.32’:°o=o=‘:‘u'.°-
. | CTonEn $0358°7
X
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Key Challenges

Defining a representative normal region is challenging
The boundary between normal and outlying behavior is
often not precise =

The exact notion of an outlier is different for different
application domains ‘

Availability of labeled data for training/validation
Malicious adversaries '

Data might contain noise

Normal behavior keeps evolving

Departreent of Comnputer Scinpes, UTHG Decrember s, o1y
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Aspects of Anomaly Detection Problem

= Nature of input data

* Availability of supervision

* Type of anomaly: point, contextual, structural
* Output of anomaly detection

* Evaluation of anomaly detection techniques

Department of Computer Selenee, TN Decmnberr, aniy

Input Data

* Input Data couid be

— Univariate : single variable

- Multlvarlate:ﬁmultlple varia bli‘ & S
® f\lature of attributes

— Binary

— Categorical

— Continuous

— Hybrid

Department of Computer Scirpee, UTUC Deverher 1, 2014
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Input Data - (;_‘gmblex Data Types

GEXTLCOCCRICAGEECOaCORD
CEOAGUGCOCGECCCGOGRnGYE
SAGAAGGDLECE OO GACEEO0G
GECCOAGGOGGEOCEEOCCCAGE

& BEALCEGAGTCCEACCACET GO
— Sequential

+ Relationship among data instances

OECPCTOCICOGUCTAOACCTSA
+ Temporal R st
~ Spatial :
— Spatiotemporal
~ Graph

Drperiment of Compuler Science, UIDC Derergber, 2014

Data Labels

* Supervised Anomaly Detection
- Labels available for both normal data and anomaljes
— Similar to rare class mining
* Semi-supervised Anomaly Detection
~ Labels available only for normal data
* Unsupervised Anomaly Detection
— No labels assumed

‘— Based on the assumption that anomalies are very
rare compared to normal data

Depariment of Cotrputer Sfence, TG Desetnber 1, zorg

12/1/2014

S

s

TR s



12/1/2014

Type of Anomaly

* Point Anomalies

i
£
£
i

* Contextual Anomalies

* Collective Anomalies

Point Anomalies

* An individual data instance is anomalous if it
deviates significantly from the rest of the data
set. v}

‘(_,Anomaly
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Contextual Anomalies

* An individual data instance is anomalous within a
context

* Requires a notion of context:

* Also referred to as conditional anomaljes*

Menthly Tomp
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Collective Anomalies

* A coliection of related data instances is anomalous
* Requires a relationship among data instances

- Sequential Data

— Spatial Data

— Graph Data

* The individual instances within a collective anomaly are
not anomalous by themselves

Anomalous Subsequence

Departroent of Compuler Science, TTUC Becember 3, 2014
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Output of Anomaly Detection

' * Label

— Each test instance is given a normal or anomaly label
— This is especially true of classification-based
approaches
s Score

-~ Each test instance is assigned an anomaly scare
° Allows the otrtput to be ranked
* Requires an additional threshold parameter

Depariment of Computer Scimncs, UTOC Decembiorx, z01p
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Evaluation of Anomaly Detection

* Accuracy is not sufficient metric for evaluation

—Example: network traffic data set with 99.9% of normal data and
0.1% of intrusions

—Trivial classifier that labels everything with the normal class can
achieve 99.9% accuracy 1111

* Focus on both recall and precision
- Recall /Detection (R)= TP/(TP + EN)
— Precision (P} =TP/(TP + FP)
— False rate (F)=FP/TN+FF)
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Taxonomy™

Anomély Detectioﬂ———'i Paint Anomaly Datection J
l | | -

Clnsstication Based Naarest Heightor Based Clusiering Based Siatistical Others 7
Rudp Rasod Drevudty Bomd Porptraric Lafurmsalion Thaoery B
MNooral Mobworks Desnd Dietanca Brrued Hon-parnmetrio Spoctenl Decomposion Bosed
5VM Basod Visunikzalion Boacd

Cortaxtuat Anomaly Coflective Anomaly Crilne Anomaly Distributed Anamaly
5 fon Detection Detection Defection

= Gutller Detection — A Survey, Vo Chandola, Arindam Benatjen, and Wipin ¥umar, Technics! Raport )
TRO7-17, Untvarsity of Minnesola (Undor Rendew) E
TPrerember 1, 2014 s
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| Classification Based Techniques

+ Main idea: build a classification model for normal {(and anomalous)
events based on labelled training data, and use it to classify each

new unseen event
» Classification models must be able to handle skewed (imbalanced)

class distributions

s Categories:
~ Supervised classification techniq
« Require knowledge of both norndi
+ Build classifier to distinguish between normal and known ano
— Semi-supervised classification techniques

- Requlre knowledge of normol class only!
« Use modified classification model to Jearn the norma) behavior and then detect

any devations from normal behavlor as anemalous

Department of Compter Seence, TIUT Decetnher 1, 2014




Classification Based Techniques

* Some techniques
— Neural network based approaches '
— Support Vector machines {SVM) based approaches
— Bayesian networks based approaches
— Rule based techniques
— Fuzzy Logic
— Genetic Algorithms
— Principle Component Analysis

. Departmrnt of Computer Sciencs, UTIIC Drevember 1, 2014

ot

Using Neural Networks

Multi-layer NNs :

= Creating hyper-planes for separating between various
classes

* Good when dealing with huge data sets and handles noisy
data well :

» Bad because leaming takes a long time

Department of Comiputer Selenoe, UTUC Devensher 2, 2014
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Neural Networks

INPUT LAYER- X ={x1, x2, .... xn}, where n is the number of
attributes. There are as many nodes as no. of inputs,

HIDDEN LAYER - the number of nodes in the hidden layer and
the number of hidden layers depends on implementation.
OUTPUT LAYER - corresponds to the class attribute. There are
as many nodes as classes.

Back Propagation learns by iteratively processing a set of
training data (samples},

Taput Hidden Oyt
Inyer Tuzer Tayer

Tnpit g2

Departrent of Compuler Sdenes, UG . December 1, 2014

SVM

Support vector machine constructs a hyperplans or set of hyperplanes in
a high or infinite-dimensional space, which can be used for classification

« denotes +1
How would you classify f = ©_denotes -1
these points using a linear
discriminant function in order

to minimize the error rate?

[nfinite number of answers!

Which one is the best?

Department of Compuber Sclence, UITIC Decermbert, 2014

12/1/2014

1

B

b
i
£



Linear SVM

* denoies +1 . 5 i)
denotes -1 i The linear discriminart

function {classifier) with

the maximum margin is

/ i the best
Support Vactors &7
arethose data ™ - 54
points that the 2 -
margin pushes up s 4

against

u Why if is the best?
o Robust te outliners and thus strong generalization ability

Department of Computer Science, TG

L.inear SVM

+  Formulation:
wix* +b=1
wix 4+b=-1

® denotes +1
O denotes -1

v The margin width is;
M=(x"-x")-n

s L 2
o

X

Depattroent of Comaptdor Science, UTTIC December 1, 2014
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| Anomaly Detection

{lasslfcatlon Based Cluslering Based J Stafieticol Cithors

‘Ruto Basad Povamatic nfewmation Thaoty Based
Heure! Kotwod Brsod bl Broctrd O fod

SVM Bzeod Vistnltralinn Homsd

]
Conlextiezl Anomaly Collactive Anomaly Onllne Anomaly. Distrbuled Ancmaly
Detoction Detection Detection Datection

Deparhment of Computer Scence, TIUC December 1, 2014

Nearest Neighbor Based Techniques

* Key assumption: normal points have close neighbors
while anomalies are located far from other points

* General two-step approach
1.Compute neighborhood for each data record
2.Analyze the neighborhood to determine whether data record is
anomaly or not '
> Categories:
— Distance based methods , b
*  Anomalies are data points most distant from other points

. —Density based methods
* Anomalies are data points in low denstty regions

Wb
Departivent of Computer Sdence, UIUC Decetnber 1, 2014
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(/ Distance Based Anomaly Detection ;
)
For each object o, examine the # of other objects in the -
neighborhood of o, where ris a user-specified distance

threshold
An object o is an outlier if most (taking 1 as a fraction
threshold) of the abjects in D are far away from o, i.e., not

in the r-neighborhood of o

An object o is a DB(r, 1) outlier if =y = I‘z’“.\}
& @ ‘e
- &
i {o'Idist(0,0") < rH| ' ° Suto o
< I, o *%os
el =
1Dl I
Department of Computer Sebene, IUC December 1, 2014

Density Based Anomaly Detection

Compute Iocal densities of particular regions and declare
instances in low density regions as potential anomalies

Approach: Local Gutlier Factor (LOF)

In the NN approach, p,is

not considered as outiler,

oy while the LOF approach

Distanca from p, to Thak et find both p, and p, as

nearest nefghbor \ e & cutllers

NN approach may

’}T‘ consider p; as outller, but
LOF approach does not

Distanca from pyto_|
nearest naighbor

Department of Compruter Scimiee, UTUC ) December 1, 2014
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Local Outlier Factor (LOF)

For each data point o compute the # of points in k~distance:
Nilo) = [o']o’ & D, dist{o,0") < distia)).
Compute reachability distance (reachdist) for each data exa mple 0
with respect to data exampie o” as: -
_ reachdisti(p <= o) = max[disiz(0), 4ist{0,0")}
Compute local reachability density (rd) :

i) ] )
ZB’EN;(O} reachdisty(o" < 0)
LOF is the average of the ratio of local reachability density of o’s k-
nearest neighbors and local reachability density of the data record o

Irdg 0"y
Eo eNp(0) Irdi(0) Higher tha LOF the mors
LOFy(0) = G likely its an outiler

Irdi(0) =

Dipatitpent of Computer Sefence, UTTC Diecember £, 2014

Taxonomy

| Anomaly Detection

Cransification Basad Hearnst Nalghbor Based Statistical Others
Ruie Basod Dovmity Banod Forometria Information Thaory Bacsd
Houred MHobvoric: Bonod gtencn Bovod Ho- Spactmt L
SYM Bood Vimalizoton Based
Caontaxtual Anomaly Collective .Anumaly On!im Anomalr ! Distributed Anomaly
Detection Detection

Department of Computer Sclence, UTTIC Degember 1, 2014
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Clustering Based Techniques

e Kelr assumption: normal data records belong to large and dense
clusters, while anamalies belong do not belong to any of the clusters
or form very small ¢lusters

= Categorization according to {abels

—Semi-supervised — cluster normal data to create modes of normal behavior. if a
new instance does not belong to any of the clusters or it is not close to any
cluster, is anomaly z

—Unsupervised ~ post-processing is needed after a clustering step to determina
the size of the clusters and the distance from the clusters is reguired for the
point to be ariomaly

= Anomalies detected using clustering based methods can be_-:

—Does not belong to any cluster, ;
—Large distance between the object and its closest cluster
—BRelongs to 2 small or sparse cluster

Depariment of Computer Science, UTUC Decomber 1, 2014

Cluster Based Local Outlier Factor

= FindCRLOF: Detect outliers in small clusters
-~ Find clusters, and sort them in decreasing size
« To each data point, assign a cluster-based locaf outlier

. oo L)

factor (CBLOF) o °? :

— If obj p belongs to a large cluster, CBLOF = (oS0 C3

cluster_size X similarity between p and cluster Cl

|
— = T O O !
Iif p‘beI‘ongs to a small one, CBLOF = cluster srz.e X C2 oo
similarity betw. p and tha closest large cluster Og & 8 oo

3 )

n Ex. In the figure, o fs outlier since its closest large cluster is G4, but the
similarity between o and G, is small. For any peint in C,, its closest
large cluster is C, but its simitarity from C, Is low, plus |G;| = 3is:small

Department or[:cmpnim- Sefenee, UTLC December 1, 2014
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Taxonomy
I Anomaly Detection
Classification Based Namiéghbw Basad
‘Rile B Donstiy Bazaxd
Fiotual Notworka fisnd Diutance frmod
($1) Gersy
LContach.la! Anomaly —, | Co!rex:uve Ammaly —’ I OnlmsAnomary ’ ' l

Distributed Ancmaly
Detection

Department of Computer Selenes, TRIC

TPecembers, 2014

Statistics Based Techniques

* Statistical approaches assume that the objects in a data set are
generated by a stochastic process (a generative model)

* Idea: learn a generative model fitting the given data set, and
then identify the objects in low probabhility regions of the model

as outliers.

* Advantage

— Utilize existing statistical modelling techniques to model

various type of distributions

* Challenges
.—With high dimensions, difficult to estimate distributions

~ Parametric assumptions often do not hold for real data sets

Department of Computer Sclenes, UTUC

Decermnber 1, 2014
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Types of Statistical Techniques

* Parametric Techniques

-= Assume that the normal data is generatad from an underlying
parametric distribution

— Learn the parameters from the normal sample
~ Determine the likelihood of a test instance to be generated -
from this distribution to detect anomalies
. Non-para_metricTéchniques

— Do not assume any knowledge of parameters

-~ Not cempletely parameter free but consider the number and
nature of the parameters are flexible and not fixed in advance

— Examples: histogram and kernel density estimation

Department of Computer Sehencs, LTI December 1, 2014

Parametric Techniques

* Univariate data: A data set involving only one att'ributé oi'l'variahle
° Often assume that data are generated from a nhormal distribution,
learn the parameters from the input data, and identify the points
with low probability as outliers
> Bx Avg. temp,: {24.0, 28.9, 29.0, 29.1, 29.1, 29.2, 29.2, 79.3, 29.4}
-~ Compute |t and a from the samples

Data Values 3
Department ef Corgputer Sedence, UTIC Deermber 1, #01g
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Parametric Techniques

. J:;nivariate outlier detection: The Grubh's test (another statistical
ethod under normal distribution)

» For each object x in a data set, compute its z-score:

oo lzmE

* Now xis an outlier if

P iimg, G HONN-~2 .
T NN N=2+0mn

where ff,(m_n_; is the value taken by a t-distribution at a significance favel of
o/(2N}, and N Is the # of objects in the data set

Drepartrment of Computer Science, TS Decernber 1, 2014

Non-Parametric Techniques

The model of normal data is learned from the input data without an;" a priori
structure.

Outlier detection using histogram: i =
AT Pt ek

n Figure shows the histogram of purchase amounts in transactions

# Atransaction in the amount of $7,500 is an outlier, since only 0.2%
transactions have an amount higher than $5,000

u  Problem: Hard to choose an appropriate bin size fbr histegram

n Solution: Adopt kernel density estimation to estimate the probability
density distribution of the data.

Department of Computer Science, UTUS - ' ’ Dep;mbqu, 2014
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Anomaly Detection on Réal Network Data

= Anomaly detection was used at U of Minnesota arid Army Research Lab to detect
various intrusive/suspicious activities
« Many of thesa could not be detected using widely used Intrusion detection tools
like SNORT
= Anomalies/attacks picked by MINDS
=Scanning activities
—Non-standard behavior

* Palicy violations
*Warms

MINDS — Minnesota Intrusion Detection System

B TRV

e L

Dapartment of Commputer Sclence, UIEIC Decomber 1, 20k4

Feature Extraction

* Three groups of features

—Basic features of individual TCP connections
* source & destination 1P Feotures 1& 2
« source & debtination port Fegtures &4

* Protacol Feature 5 :
* Duration Feature &

* Bytes per packets Feature 7 :
= number of bytes Feature 8

—Time based features ol v "‘""‘;f"‘
* For the same source [destination} IP address, number of unfoue destinatlon [source) P
addrassas inside the netwoark fn Jest Tseconds — Features 9 {13)
* Number of connections from source {destination) IP to the same destination (sotiree) port in
fast T seconds — Features 11 {15)
~Connection based features
For the same source {destination) IP address, number of unique destination (source] 1P
addresses inside the network f fast N eopnections - Features 10 (14}
* Number of connectlons from source {destination) IP to tha same destination {soorce) port in
lost N connections - Features 12 (156)
Department of Computer Sclence, UTUC Deeeiber 1, 2714
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Typical Anomaly Detection Output

— 48 hours after the “slammer” worm

Conclusions

* Anomaly detection can detect critical information

in data , B

-]

Highly applicable in various application domains

Nature of anomaly detection problem is
dependent on the application domain

Need different approaches to solve a particular
problem formulation

Degrrtment of Campruter Scietce, UIUG Decembet 1, 2014
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Related problems

Rare Class Mining

Chance discovery

L]

Novelty Detection
| » . Exception Mining

* Noise Removal

-]

Black Swan*

Department of Coamuter Sclenss, DHIC

Deeember, 2014
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